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“Challenging times ahead”
EU Restrictive Measures:

CySEC Circular C489 Evolution of cryptos & the 

CySEC CASP registration
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1. EU Restrictive Measures: CySEC Circular C489

 What are sanctions

 What sanctions have been imposed on Russia - Timeline

 How has Russia reacted to sanctions?

 CySEC’s Circular C489

 What makes sanctions screening challenging?

 Why is sanction screening important?

 How can AGP assist you?

Topics

2. Evolution of cryptos & the CySEC CASP registration

 Are Cryptos here to stay?

 CySEC CASP registration

 Cryptocurrencies and AML risks

 How can AGP assist you?
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What sanctions have been imposed on Russia - Timeline
 11.3.2022, ban on the export of luxury goods to Russia and the U.S. import of signature Russia goods, as

well as restricting U.S. investment in any sector of the Russian economy.

 2/3.3.2022, sanctions targeting Russia and Belarus, Russian individuals and entities, and banning Russian
aircraft from U.S. airspace.

 28.2.2022, the U.S. announced that it would freeze Russian Central Bank assets that are held in the U.S.
and impose sanctions on the Russian Direct Investment Fund.

 26.2.2022, the U.S. removes several Russian banks from the SWIFT financial messaging system.

 25.2.2022, the U.S. issued sanctions targeting individuals like the Russian President Vladimir Putin and
Foreign Minister Sergei Lavrov.

Presenter Notes
Presentation Notes
24.2.2022, hours after Russia invaded Ukraine, the White House announced a new round of sanctions against Russia, targeting ten of Russia’s largest. 
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Sanctions targeting individuals

 Wealthy business leaders known as oligarchs, who are considered close

to the Kremlin.

 Travel bans and asset freezes on former Russian president Dmitry

Medvedev and defence minister Sergei Shoigu and on 386 members of

the Russian parliament.

Oil and gas

The US is banning all Russian oil and gas imports and the UK will phase out

Russian oil by the end of 2022.
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 Suspension from the Bank for International Settlements - "the central bank for

central banks" - to stop it using its services.

 The US, EU and UK have banned people and businesses from dealings with it.

Some Russian banks are being removed from the international financial

messaging system Swift, which is used to transfer money across borders. This

will delay payments Russia being paid for energy exports.

Financial measures

Presenter Notes
Presentation Notes
Western countries have frozen the assets of Russia's central bank, to stop it using its $630bn (£470bn) of foreign currency reserves. Other measures against it include:
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 Credit rating services, and any subscription services in relation thereto, to any

Russian national or natural person residing in Russia or any legal person, entity

or body established in Russia.

 This prohibition does not, however, apply to nationals of a Member State or

natural persons having a temporary or permanent residence permit in a

Member State.

Restrictions on providing credit rating services

Presenter Notes
Presentation Notes
The US and the EU have also imposed restrictions on providing credit rating services as well as access
to subscription services in relation to credit rating activities.
As of 15 April, 2022, it will be prohibited to provide credit rating services, and any subscription services in relation thereto, to any Russian national or natural person residing in Russia or any legal person, entity or body established in Russia. This prohibition does not, however, apply to nationals of a Member State or natural persons having a temporary or permanent residence permit in a Member State.
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 Russia has banned exports of more than 200 products until the end of 2022.

 It includes telecoms, medical, vehicle, agricultural, electrical equipment.

 It has also more than doubled its key interest rate to try to stop the decline of the rouble.

 It has stopped foreign investors who hold billions of dollars worth of Russian stocks and

bonds from selling them.

 Russia has also warned that it could shut off gas supplies in response to oil sanctions.

How has Russia reacted to sanctions?
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 Regulated entities must implement appropriate actions/measures and/or 

freeze immediately all funds and/or economic resources on the designated 

persons or on behalf of other persons associated with the business relationship.

 Regulated entities had to inform CySEC, by Thursday, 3 March 2022, whether 

they have business relationships with designated persons or not. This 

notification should have included the name of all designated persons that are 

subject to the restrictions, the type of the assets (e.g. cash, financial 

instruments) and their total value.

 In the case of further Restrictive Measures/Sanctions against Russia in 

response to the crisis in Ukraine, all Regulated Entities must inform CySEC 

within a reasonable timeframe.

CySEC’s Circular C489

Presenter Notes
Presentation Notes
In relation to the targeted restrictive measures imposed to Russia, CySEC requires Regulated Entities to implement appropriate actions/measures and/or freeze immediately all funds and/or economic resources on the designated persons or on behalf of other persons associated with the business relationship. 
Furthermore, CySEC was expecting Cyprus Investment Firms (CIFs) to assess the risks arising from the targeted restrictive measures and where these significantly affect their operations, their capital adequacy and/or the funds they hold, either on their own or on behalf of their customers, to inform CySEC by email about the measures that have been taken to address the above-mentioned risks by Thursday, 3 March 2022. 
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What makes sanctions screening challenging?

 Sanctions lists change every day

 Sanctions are becoming more complex

 Sanctioning bodies are increasing

Why is sanction screening important?

 They are the first line of defence, allowing you to identify criminal fugitives before doing business with them.

 Failing to identify such customers pre-emptively can have devastating consequences.

 If you’re business was to unwittingly aid the work of terrorists or money launderers it would likely spell the end.

Sanctions screening

Presenter Notes
Presentation Notes
Protecting your business from high-risk individuals has never been tougher. Why is that?
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AGP offers a wide range of support services that will help your organization design 

and execute an effective approach to AML :

 Undertake the preparation and establishment of the relevant Sanctions Policy 

and Sanctions Compliance Program 

 Assist you in designing an effective Anti-Money Laundering Program to support 

your organization’s compliance and regulatory obligations.

 Assist you in understanding best practices and guidelines in relation to 

sanctions, money laundering, and terrorist financing issues.

How can AGP assist you

Presenter Notes
Presentation Notes
If you are looking for a way to strengthen and organize your Company’s compliance mechanism you should reach us.  
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The evolution of cryptocurrency

 2009 Bitcoin is created

 Secure & anonymous way to transfer currency

 Been regarded as “digital gold”

Cryptocurrencies facilitate international payments and have the potential to provide payment services to 

populations that do not have access or limited access to regular banking services.

However, other characteristics of cryptocurrencies, coupled with their global reach, present potential 

AML/CFT risks, such as:

 the anonymity provided by the trade in cryptocurrencies on the internet

 the limited identification and verification of participants

 the lack of clarity regarding the responsibility for AML/CFT compliance, supervision and enforcement for these

transactions that are across several countries

 the lack of a central oversight authority

CRYPTOS

Presenter Notes
Presentation Notes
Notes: Cryptocurrencies first emerged in 2009 when the world’s first decentralised currency, Bitcoin, was created. The core idea behind cryptocurrency was to create a secure and anonymous way to transfer currency from one person to another, and since then its value has skyrocketed and it’s been heralded as ‘digital gold ‘amongst its users.

Since their inception, cryptocurrencies have exploded as an alternative way to trade currency.
As we all know, the legitimate use of cryptocurrencies offers many benefits such as increased payment efficiency and lower transaction costs. 
Many stakeholders still do not understand cryptocurrency or its impact on anti-money laundering (AML). That needs to change as cryptocurrency adoption continues to grow. 
The majority of cryptocurrency transactions are for legitimate purposes. However, cryptocurrency’s place outside the traditional financial system gives it a unique appeal to criminals. 
As such, those in the AML world need to understand this asset class, its risks, and how to mitigate them. The complexity and inconsistency of the cryptocurrency landscape has motivated governments’ efforts to develop a regulatory framework around the world. 
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The beginning of a new phase of technology-driven markets that have the potential to disrupt conventional market 

strategies, longstanding business practices and established regulatory perspectives.

 Access to a global payment system—anywhere, anytime—in which

participation is restricted only by access to technology

Will cryptocurrency survive?

 Consumers

 Tech developers

 Investors

 Financial institutions, and regulators—will play a critical role in this process

 El Salvador was the first country to recognise cryptocurrency as legal tender

 China and Turkey have banned cryptocurrency declaring all related transactions illegal

Looking ahead

Presenter Notes
Presentation Notes
Notes: The discussion is no longer one of whether cryptocurrency will survive, but rather how it will evolve—and when it will reach maturity. Each of the five key market participants— merchants and consumers, tech developers, investors, financial institutions, and regulators—will play a critical role in this process. It’s clear that cryptocurrency is more than a passing phenomenon. In fact, in our view, cryptocurrency represents the beginning of a new phase of technology driven markets that have the potential to disrupt conventional market strategies, longstanding business practices, and established regulatory perspectives—all to the benefit of consumers and broader macroeconomic efficiency. Cryptocurrencies carry ground-breaking potential to allow consumers access to a global payment system—anywhere, anytime—in which participation is restricted only by access to technology, rather than by factors such as having a credit history or a bank account.

Notes: The legal status of cryptocurrencies varies substantially from one jurisdiction to another and is still undefined or changing in many of them. Whereas, in the majority of countries the usage of cryptocurrency isn't in itself illegal, its status and usability as a means of payment (or a commodity) varies, with differing regulatory implications. What is more, while there are countries such as El Salvador and Cuba, which have recognized cryptocurrency as legal tender, there are also those that are not as open to the payment method. For example, China and Turkey are two countries that have banned cryptocurrency altogether, with the former declaring all cryptocurrency transactions illegal.
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NFTs are already changing the world as we know it.

A non-fungible token is a non-interchangeable unit of data stored on a blockchain, a form of digital 

ledger, that can be sold and traded. Types of NFT data units may be associated with digital files such as 

photos, videos, and audio.

 NFTs (Non-fungible tokens)

 They have grabbed headlines for their role in driving stratospheric prices for digital art. But beyond

promoting crypto artworks, they are doing something much more exciting: minting new paradigms for

life and investment

Looking ahead NFTs

Presenter Notes
Presentation Notes
Notes: Crypto hasn’t only rocked the financial world. It’s also shifting the cultural world as well, as blockchain technology has transformed concepts like ownership. Because data in a blockchain can’t be tampered, destroyed or forged, individuals have the opportunity to “own” a specific set of data. This ownership has given rise to the NFT.
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Last September, the CySEC issued a Policy Statement regarding the registration and activities of crypto-asset 

service providers and within 2022 will create the electronic Register of Crypto-Asset Service Providers. 

The first applications have already been submitted, pending authorisation.

 the Cyprus Securities and Exchange Commission (CySEC) announced the Crypto-Asset Services Providers

(CASP) regime in September 2021 as a way to introduce a new asset class – crypto-assets.

 The much-anticipated DLT bill will not only legally define smart contracts but also help regulate records

and transactions taking place through Distributed Ledger Technology platforms.

Are Cryptocurrencies here to stay?

Presenter Notes
Presentation Notes
Notes: Cryptocurrencies have been capturing headlines and investor attention -- and for understandable reasons. Although there are now more than 10,000 different cryptos out there (more than triple the number at the end of 2019), early buyers of Bitcoin, Ethereum, and other leading cryptocurrencies have made a lot of money. Uncertainty and volatility are common to the emergence of any new asset class and that has certainly been true for cryptocurrency. A lot of officials have acknowledged their significance and the potential role that cryptocurrency will play in the world’s financial future. 
Cyprus has made large strides in recent years to help realise the enormous potential blockchain technology has, specifically in the financial sector; 

As a way to introduce new class The CySEC is also the Authority for the supervision of service providers with regard to Crypto Assets Services Providers for matters of preventing money laundering and the financing of terrorism on the basis of law.
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How can AGP help you?

AGP is in the strong position to discuss the AML/CFT requirements and to

provide advice as to:

 which requirements are necessary

 drafting relevant policies and procedures

 the implementation of the requirements.

Presenter Notes
Presentation Notes
Notes: Our team early and actively involved in the new technologies and virtual/digital currencies, closely keeping up with all market, regulatory and legal, and technology developments in the area, has the expertise to assist cryptocurrency and cryptoasset businesses implement their model with caution and legal compliance, including, cryptocurrency exchanges, wallet providers (custodial or non-custodial), crypto-crowdfunding platforms, crypto-lending platforms, crypto-payment applications, asset tokenization platforms, cryptocurrency investment companies. If your business is involved in any of the services and activities related to cryptocurrencies which includes for example offering trading of cryptocurrencies, investing into cryptocurrencies, exchanging of cryptocurrencies, operating cryptocurrency or crypto trading platforms etc. will be most likely subject to the CySEC’s Directive and the requirements specified therein.
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Is Cyprus a crypto-friendly environment? Yes! 

 Crypto-asset services providers (CASP) regime introduced by the Cypriot 

regulator CySEC, which allows for crypto-businesses from exchanges to wallet 

providers to officially register.

 Access to a high-quality talent pool of professionals with a rare mix of disciplines 

and cultures. 

Crypto-Asset Services Providers (CASP) registration

Presenter Notes
Presentation Notes
The applicable regulatory framework is comprised of the AML/CFT Law, the CySEC Directive for the register of crypto-asset services providers and the CySEC directive for the prevention and suppression of money laundering and terrorist financing.
The registration as a CASP allows for several different crypto-business models and there is innovation of new products and services in the world of blockchain and crypto-related technology.
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 New businesses must submit an application to register with CySEC before commencing

their operations in or from Cyprus.

 Any CASP established in the EEA and registered with the respective AML/CFT national

supervisor must submit a notification to CySEC and provide evidence in relation to their

valid registration for each service or activity. In cases where these services or activities are

not covered by the framework that governs their CASP registration for AML and CFT

purposes, an application should be submitted for registration as a CASP with CySEC.

CASP Registration & Notification

Presenter Notes
Presentation Notes
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Crypto-business models and cases:

 Cryptocurrency exchanges

 Crypto Wallet businesses and anyone that provides management, 

administration, transmission, transfer, retention, custodianship and 

safekeeping of crypto-assets or cryptographic keys or means which 

allow for the exercise control in crypto-assets. 

 ICO

 all initial offerings, offerings and/or sale of crypto-assets. 

 participation and/or provision of financial services related to the 

distribution, offering and/or sale of crypto-assets.

Which businesses should obtain a CASP registration under CySEC?

CASP 
Registration

Crypto asset 
management

Crypto 
administration

Crypto 
transmission, 

transfer, 
retention

Safekeeping 
of crypto 
assets

Safekeeping 
of 

cryptographic 
keys

Exercising 
control in 

crypto assets
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Estonia - Types of Licenses: 

 Providers of a service of exchanging a virtual (crypto) currency 

against a fiat currency, vice versa and crypto to crypto. 

 Providers of a virtual (crypto) currency wallet service.

 minimum share capital requirement is 12.000 EUR

Where else will AGP & Co get you a Crypto license?

Lithuania - Types of Licenses: 

 Cryptocurrency exchange operator

 Cryptocurrency depository wallet operator

 minimum share capital requirement is 2.500 EUR

Presenter Notes
Presentation Notes
Our Crypto-Assets team has been involved in the licensing and registration of several fintech projects over the years and we have had experience and developed expertise.
Our crypto related services intends to guide crypto-businesses into becoming supervised entities in Cyprus and other countries.
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